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ABSTRACT 

Network security is a critical aspect in academic environments where multiple user groups with different access privileges 

coexist within the same infrastructure. Inadequate network segmentation between lecturers and students can increase the 

risk of unauthorized access, data leakage, and disruption of academic services. This study aims to implement Virtual Local 

Area Network (VLAN) as a mechanism to isolate academic networks between lecturers and students in order to enhance 

network security. The research adopts an experimental approach using Cisco Packet Tracer to design and simulate VLAN-

based network segmentation. VLAN 10 is assigned to the student network, while VLAN 20 is assigned to the lecturer 

network, each configured with distinct IP address ranges. Connectivity testing is conducted using ICMP ping to evaluate 

communication within the same VLAN and across different VLANs. The results show that communication within the same 

VLAN operates successfully, whereas communication between different VLANs is blocked, indicating effective network 

isolation. Furthermore, the implementation of VLAN supports the principles of Confidentiality, Integrity, and Availability 

(CIA Triad) by protecting sensitive academic data, preventing unauthorized data manipulation, and maintaining network 

service availability for authorized users. These findings demonstrate that VLAN-based segmentation is an effective and 

scalable solution for securing academic networks in higher education institutions. 
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INTRODUCTION 

The advancement of information technology has compelled universities to rely on computer networks 

as the backbone of their academic systems, including online learning services, academic information 

systems, and the management of faculty and student data [1]–[5]. This high dependency necessitates 

adequate security management to protect academic data and services from diverse cyber threats [6]–

[9]. Studies indicate that campus environments are particularly vulnerable to network attacks due to 

the high volume of users with varying access privileges and a lack of proper network segmentation 

(Seguela & Littlewood, 2020). Consequently, network security within university settings has become 

a critical issue that must be addressed systematically. 

An academic network that lacks clear separation between faculty and students poses significant 

security risks, such as unauthorized access to sensitive data, leakage of academic information, and 

disruptions to system integrity. Faculty members typically require access to high-value data, including 

grades and evaluative materials, whereas students possess more restricted access rights [10]–[12]. 

This condition directly relates to potential violations of the core principles of information security: 
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Confidentiality, Integrity, and Availability (the CIA Triad). Confidentiality ensures that data is only 

accessible to authorized parties, Integrity maintains data accuracy, and Availability guarantees that 

network services remain accessible to legitimate users [13]–[16]. These three principles serve as the 

primary foundation for modern network security design. 

One effective approach to enhancing network security without expanding physical infrastructure is the 

utilization of Virtual Local Area Networks (VLANs) [17]–[20]. A VLAN enables logical network 

separation on a single physical network device, allowing data traffic between user groups to be 

isolated according to established security policies. Prior research demonstrates that VLAN 

implementation can mitigate cross-network access risks, limit broadcast domains, and improve overall 

network efficiency and security [21], [22]. In a university context, VLANs can be employed to 

separate faculty and student networks, ensuring each group accesses only the resources appropriate to 

their roles. This approach aligns with segmentation-based security principles recommended in modern 

network management practices [23], [24]. 

Based on these issues, this study aims to implement a Virtual LAN (VLAN) as a mechanism for 

academic network isolation between faculty and students and to analyze its effectiveness in enhancing 

network security. Simulations are conducted using Cisco Packet Tracer to test communication 

between devices within the same and different VLANs [25]. This research is expected to provide 

empirical evidence regarding the role of VLANs in supporting the CIA Triad and serve as a reference 

for educational institutions in designing secure, efficient, and controlled academic networks [26]. 

 

METHODOLOGY 

This study employs an experimental approach based on network simulation to implement and analyze 

Virtual Local Area Networks (VLANs) as a mechanism for academic network isolation between 

faculty and students. The simulation was conducted using Cisco Packet Tracer software to model 

network configurations and support a controlled testing process. 

1) Topology Design and VLAN Schematics 

At this stage, an academic network topology was designed to represent two primary user groups: 

students and faculty. The topology utilized a single distribution switch as the central hub, with each 

user group assigned to a distinct VLAN to ensure data traffic isolation.  

VLAN 10 was designated for the student network, while VLAN 20 was assigned to the faculty 

network. Each VLAN utilized a different IP address segment to facilitate network identification and 

management. This design aimed to logically restrict communication between user groups without 

requiring additional physical infrastructure. 

2) VLAN Configuration and IP Addressing 

The configuration phase was performed via the Command Line Interface (CLI) on the switch within 

Cisco Packet Tracer. The configuration involved creating VLANs, assigning VLAN names, and 

grouping switch ports according to their respective VLAN assignments. The CLI command 

procedures were documented as evidence of the research implementation. 



DOI: https://doi.org/10.33197/justinfo.v3i1.3379                                                                                                ISSN: 3031-3449 
  

223 
JUSTINFO | Jurnal Sistem Informasi dan Teknologi Informasi 
Volume 3, No. 1, December 2025 

 

Figure 1. VLAN Configuration via CLI 

Subsequently, each PC was configured with a static IP address corresponding to its assigned VLAN 

and network segment. This IP addressing scheme served as the foundation for testing network 

isolation in the following phase. Table 1 details the IP address configuration for each device used in 

the simulation. 

Table 1. Device IP Address Configuration 

PC Department VLAN IP Address Subnet Mask 

PC-0 Students 10 192.168.10.1 255.255.255.0 

PC-1 Students 10 192.168.10.2 255.255.255.0 

PC-2 Students 10 192.168.10.3 255.255.255.0 

PC-3 Lecturer 20 192.168.20.1 255.255.255.0 

PC-4 Lecturer 20 192.168.20.2 255.255.255.0 

PC-5 Lecturer 20 192.168.20.3 255.255.255.0 

 

This configuration ensures that each device can only communicate within its respective VLAN 

segment, thereby supporting the research objective of creating academic network isolation. 

 

RESULTS AND DISCUSSIONS 

1) Lecturer and Student VLAN Configuration Results 

In the implementation phase, the Virtual Local Area Network (VLAN) configuration was successfully 

deployed within the Cisco Packet Tracer simulation to segregate the academic network. Two VLANs 

were configured on the switch: VLAN 10 for students and VLAN 20 for faculty. Each switch port 

was assigned to its respective VLAN, ensuring that connected devices could only communicate within 

the same network segment. 

The configuration output confirms that the VLANs are correctly registered and all switch ports are 

associated according to the designed network topology. This indicates that the logical network 

segmentation was executed successfully, and the system is ready for connectivity testing. 
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Figure 2. Faculty and Student VLAN Configuration Results in Cisco Packet Tracer 

 

2) Network Connectivity Test Results 

Connectivity testing was performed using the ping command to verify communication both within the 

same VLAN (Intra-VLAN) and across different VLANs (Inter-VLAN). This test aimed to ensure that 

the network remains functional within its segment while remaining properly isolated from other 

segments. 

Intra-VLAN Communication (Student to Student) The initial test involved sending ICMP packets 

from a Student PC (192.168.10.1) to another Student PC (192.168.10.2) within VLAN 10. The results 

showed successful communication, indicated by the "Reply received" message.  

 

Figure 3. Successful ping result: Student to Student 

These results demonstrate that VLAN segmentation does not interfere with internal communication 

within a user group. 

Inter-VLAN Communication (Student to Faculty) The subsequent test involved sending ICMP 

packets from a Student PC (192.168.10.1) to a Faculty PC (192.168.20.1) on a different VLAN. The 

test resulted in a "Request timed out" message.  

 

Figure 4. Failed ping result: Student to Faculty. 
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This communication failure confirms that devices on the Student VLAN cannot access the Faculty 

VLAN, validating that the network isolation aligns with the design objectives. 

3) Analysis of Network Isolation Effectiveness 

Based on the connectivity results, it can be concluded that the VLAN implementation effectively 

established network isolation between faculty and students. Successful intra-VLAN communication 

confirms the system supports internal network activities, while the failure of inter-VLAN 

communication signifies that cross-network access has been logically restricted. This isolation is a 

key performance indicator of successful segmentation, as data traffic cannot bypass these boundaries 

without additional mechanisms such as inter-VLAN routing. 

4) Alignment with CIA Triad Principles 

The simulation results directly correspond to the Confidentiality, Integrity, and Availability (CIA 

Triad) framework: 

1) Confidentiality: Network isolation ensures that sensitive faculty data, such as grades and 

academic records, remain inaccessible to students. The failed inter-VLAN communication serves 

as empirical evidence of data privacy. 

2) Integrity: By blocking unauthorized cross-VLAN access, the potential for unauthorized data 

manipulation is mitigated, maintaining the accuracy and authenticity of data within each segment. 

3) Availability: Successful intra-VLAN communication proves that network services remain 

available and functional for authorized users. Segmentation also optimizes traffic load and 

reduces potential network disruptions. 

5) Final Evaluation of VLAN Configuration 

The final evaluation indicates that the network segmentation system was implemented in a secure and 

controlled manner. Increasing the number of devices (three student PCs and three faculty PCs) did not 

affect the isolation's effectiveness, suggesting that the VLAN configuration is scalable. Consequently, 

this model serves as a robust foundation for designing secure and efficient academic networks in 

modern educational institutions. 

 

CONCLUSION 

This research successfully demonstrates that the implementation of Virtual Local Area Networks 

(VLANs) effectively segregates academic networks for faculty and students within a simulated 

environment. By utilizing Cisco Packet Tracer, the study established distinct logical segments that 

maintain functional intra-VLAN communication while strictly prohibiting unauthorized inter-VLAN 

access. This isolation serves as empirical evidence that VLAN-based segmentation enhances 

academic network security by minimizing the risk of unauthorized exposure of sensitive data. 

Furthermore, the simulation results validate the system's alignment with the CIA Triad framework, 

where confidentiality and integrity are preserved through robust isolation, and availability remains 

consistent for authorized users. Given that the configuration remained stable despite an increased 

number of devices, it can be concluded that this model offers a scalable and reliable foundation for 

designing secure, controlled, and efficient university network infrastructures. 

Looking forward, there are several avenues for expanding this research to address more complex 

institutional requirements. Future studies should consider integrating advanced security layers, such as 

inter-VLAN routing combined with Access Control Lists (ACLs) or dedicated firewalls, to achieve 

more granular access management between segments. Such enhancements would allow for a more 

flexible policy-driven architecture beyond simple logical isolation. Additionally, future work could 

increase the topological complexity by incorporating multiple switches, DHCP services, and 

centralized academic servers. Transitioning from a controlled simulation to a high-fidelity 

environment or a real-world campus pilot would provide deeper insights into the performance, 

reliability, and long-term security of VLAN configurations in supporting large-scale, network-based 

academic systems. 
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